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 Privacy—Between the Devil and the 
Deep Blue Cloud, Trends in Biometric 

Data Collection and Use 

 I. Jeffrey Pheterson 

  The author contemplates trends in biometric data collection and use from the per-
spective of his grandfather.   

 M y grandfather Max was a carpenter. He was a simple man who 
came to this country from northern Europe, worked hard and 

raised his family. He protected his privacy, often in small ways. He 
did not like the newspaper left at the end of the driveway all day. 
“They” would know we weren’t home. The world was a hostile place—
 sometimes—that would intrude on our lives, and the less “they” knew 
about us, the better Max liked it. He was not “a Rockefeller,” as he might 
put it, but our privacy was important, and its protection as a civil liberty 
was one of the reasons he loved this country. 

 I often fi nd myself using my grandfather as a benchmark. What would 
Max think of this or that new development? As for biometric data collec-
tion, he and I would have to have a long sit-down discussion. 

 THE SCOOP ON BIOMETRIC DATA 

 Briefl y stated, biometric data are derived from the personal and 
unique physical characteristics of each individual. Fingerprints were the 
fi rst type of biometric data that were collected and catalogued systemati-
cally. Technological applications analyzing and using biometric data to 
authenticate identity are becoming more and more prevalent, and inex-
pensive. The databases of unique biological identifi ers are increasing in 
size and accuracy day by day. 

 Max would have two basic questions. First, will this trend continue? 
Second, is widespread use of this type of data good for us, for the pro-
tection of our family and our society?  

 It is beyond discussion that the use of biometric data is an irrevers-
ible, and growing, trend. The utilization of biometric readers in human 
resources applications is now widespread. Hand scanners have replaced 
the antiquated punch cards used by Max for decades, just as Google 
has replaced the  Encyclopedia Britannica . The old disciplinary problem 

  I. Jeffrey Pheterson is the Managing Member at Ward Damon Posner 
 Pheterson & Bleau, P.L. He may be contacted at  jpheterson@warddamon.
com.    
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of one employee “punching in” his or her cohorts, and thus falsifying 
the time records, prior to their actual appearance to start work is now a 
thing of the past. The unique biometric fi ngerprint of the back of one’s 
hand closes that door, forever. No hand print, no “clock in.” The cost of 
this new technology has dropped precipitously, and now these devices 
are seen in the smallest of workplaces. Newer applications for these data 
are, as one would expect, exponentially more sophisticated. 

 APPLICATIONS IN THE 21ST CENTURY 

 The US Department of Defense Common Access ID Card has been 
issued to all U.S. service personnel and contractors on US military sites. 
This card contains biometric data and digitized photographs as well as 
laser-etched photographs and holograms to add security and reduce 
the risk of falsifi cation. Use of this type of data at borders and airports 
would solve many security issues.  

 The combination of various biometric identifi cation processes 
increases the probability of accuracy many fold. Using a smart card like 
the Common Access Card, in tandem with multiplex-enabled equipment 
would permit crosschecking of different biometric “fi ngerprints” simulta-
neously. Patents have been applied for regarding processes that combine 
touch screen technology for fi ngerprint identifi cation with cameras for 
face recognition and sound sensors for voice recognition. Adding retinal 
scans may not be far behind. Once all of these technologies are merged, 
the potential for identity deception will be reduced dramatically.  

 A recent insightful science and technology article in  The New York 
Times  identifi ed a number of new ways that face recognition technol-
ogy and video monitoring are being used today. 1    Chronic failures or 
bottlenecks for quality can be corrected immediately, as the technology 
is never sleeping, and remains ever vigilant.  

 The uses noted in the  The New York Times  article are diverse and 
extremely creative. Correctional offi cers are helped to assess ongoing 
potential inmate unrest based on video readings monitored continuously 
by computers, with staff being kept in touch constantly using smart-
phones. Health care workers and physicians are reminded instantly to 
wash their hands before and after touching patients by a computer that 
monitors activity in patient rooms and that transmits an alert to a hand-
held devise when a failure to wash hands is detected. Hospital patient 
facial expressions, in bed, can be monitored to identify discomfort, and 
such data can be sent to the nursing station without a call button, auto-
matically. Face recognition technology now is so sophisticated that it can 
be used by fi lmmakers to sample audience reaction to fi lms— individual 
by individual, and not only scene by scene, but frame by frame.  

 The commercial application of this biometric data is well established 
in public venues. Walt Disney World secures an image of each person 
entering its gates, and ties that image to the bar code information on 
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the ticket. Buying and reselling multi-day passes, which had plagued the 
parks, has been eliminated. Indeed, the use of cameras located through-
out London was invaluable in securing arrests related to the recent Tube 
bombings.  

 Clearly, there are many extremely benefi cial uses for this biometric 
data. However, as biometric data uniquely identify specifi c individuals, 
its misuse or subversion remains a concern. 

 LOOMING CONCERNS 

 First, what will happen to the gathering storm of these data that are 
being collected in one form or another if someone is bent on expos-
ing this personal information? As the recent WikiLeaks experience has 
shown us all too well, it only takes one errant employee with access to 
data to download that data to those who are willing to publish it to the 
Web, and expose it to the world. Julian Assange is the devil to some, 
and to others he is a cross between Robin Hood and Dan Rather. To 
Max he would be a self-aggrandizing crook, a contemptible deceiver. 
WikiLeaks will be dealt with, but the underlying problem is endemic. 
There are other Assanges out there.  

 The second basis for concern focuses on the authenticity of the data 
themselves. Should someone be able to hack in, that person could sub-
vert the data and mask the true identity of the person being scanned or 
monitored. The security personnel would not know the true identity of 
the person presenting at the checkpoint or location. The security appa-
ratus will have been circumvented. In that circumstance, the use of this 
technology actually would hinder this security function, as the person 
would gain access, and the security system would have sent a false 
positive identifi cation permitting access. The challenges are real, both 
from the perspective of legal constraints, and from the point of view of 
public acceptance.  

 Companies that collect and use these data, but fail to take appropriate 
measures to assure its security, may face legal challenges for negligently 
permitting its improper dissemination. Also, leaks generate a strong 
negative public reaction. When hackers recently cracked into a database 
of university donors, there was a very vigorous outcry. Much time and 
effort was spent to demonstrate how seriously this lapse was taken, and 
how it would not be repeated.  

 Many people feel like Max. If he entrusted an institution with his 
personal data, those data should be kept confi dential.  

 Some companies have chosen voluntarily to limit the type or amount 
of data retained or available for analysis. Recently, Google launched its 
Picasa, cloud-based photo service, which permits the storing, analysis, 
and sharing of photos among family and friends. This permits one to 
upload thousands of photos to Picasa and then analyze and sort them 
by use of the face recognition technology.  
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 However, Google considered these privacy issues carefully when it 
released its Goggles application, which permits a person with a smart-
phone to take a photo and then initiate an Internet search of similar 
images. Goggles can be used for many images—buildings, product 
labels—but not for faces. Google declined to add that feature, which 
it could have done easily. It was determined that such a use would be 
dangerous, as it would permit a photo to be taken on the street and then 
used to identify, immediately, who that person was, where they lived, 
worked, or many more personal types of data accessible on the Web.  

 Discretion being the better part of valor, Google has not included face 
recognition in this Goggles application. Similar conversations are going 
on throughout corporate America, as the twin concerns of lawsuits 
and adverse public reactions weigh heavily on the minds of decision 
 makers. 

 THE TREND CONTINUES 

 Yet it must be noted that there is a countertrend emerging of people 
who do not jealously guard their privacy. Smartphone apps that permit 
you to locate your friends based on GPS data from their devices, and 
also permit you to be found by them, are proliferating. Many of those 
enamored with social networking seem to be oblivious to concerns 
for privacy. Without a doubt, Max would warn his great-grandchildren 
against using these apps.  

 It is quite clear that with our increasing propensity for enhancing both 
security and effi ciency, in these diffi cult economic times, more and more 
applications will be developed using biometric data. Again, these moni-
tors and devices never sleep. Their usage will grow, in ways we cannot 
forecast at this time. There will be unintended consequences. That is the 
stuff of life. However, whether this trend is a positive one for mankind 
or not will be seen only in retrospect, years from now.  

 Max however would remain skeptical. Our world has changed and 
we must live in the present. But the world is still a hostile place—
 sometimes—and “they” are still out there. 

 NOTE 

 1.  Lohr, S, “Computers That See You and Keep Watch Over You,”  The New York Times , 
Jan. 1, 2011,  http://www.nytimes.com/2011/01/02/science/02see.html .  




